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Abstract
Background There is growing public policy and research interest in the development and use of various 
technologies for managing violence in healthcare settings to protect the health and well-being of patients and 
workers. However, little research exists on the impact of technologies on violence prevention, and in particular in 
the context of rehabilitation settings. Our study addresses this gap by exploring the perceptions and experiences 
of rehabilitation professionals regarding how technologies are used (or not) for violence prevention, and their 
perceptions regarding their efficacy and impact.

Methods This was a descriptive qualitative study with 10 diverse professionals (e.g., physical therapy, occupational 
therapy, recreation therapy, nursing) who worked across inpatient and outpatient settings in one rehabilitation 
hospital. Data collection consisted of semi-structured interviews with all participants. A conventional approach to 
content analysis was used to identify key themes.

Results We found that participants used three types of technologies for violence prevention: an electronic patient 
flagging system, fixed and portable emergency alarms, and cameras. All of these were perceived by participants 
as being largely ineffective for violence prevention due to poor design features, malfunction, limited resources, 
and incompatibility with the culture of care. Our analysis further suggests that professionals’ perception that these 
technologies would not prevent violence may be linked to their focus on individual patients, with a corresponding 
lack of attention to structural factors, including the culture of care and the organizational and physical environment.

Conclusions Our findings suggest an urgent need for greater consideration of structural factors in efforts to develop 
effective interventions for violence prevention in rehabilitation settings, including the design and implementation of 
new technologies.
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Background
Incidents of patient-to-patient and patient-to-health pro-
fessional violence are an underreported, ubiquitous, and 
persistent public health problem across care settings. In 
Ontario Canada alone, the health/community care sector 
has one of the highest rates of occupational injuries due 
to violence as compared to other sectors [1, 2]. Violence 
can be physical (e.g. hitting, grabbing, biting) and verbal 
(e.g. ridicule, threats), and can lead to serious injuries and 
psychological repercussions for both patients and work-
ers; it is associated with increased burnout, job dissatis-
faction, harm to self and others, disruption to care, and 
decreased feelings of safety [1–4].

There is growing public policy and research interest 
in the development and use of various technologies for 
managing violence in healthcare settings including elec-
tronic patient flagging systems, video cameras, bed and 
door sensors, and personal alarms [2, 5–9]. The main 
anticipated benefits of using these are that they are 
thought to improve prevention through earlier or more 
accurate identification of incidents (and their precipitat-
ing factors) and improved response time. However, little 
research exists on their impact on violence prevention in 
healthcare settings, and no research to date has focused 
on their use within rehabilitation settings. Existing inter-
ventions for violence prevention are largely based on 
those developed for emergency and other acute care 
environments, and thus it is unclear whether these are 
applicable to rehabilitation settings. Rehabilitation hospi-
tals are unique in that they encompass a multi-disciplin-
ary workforce of allied health professionals that work in 
interprofessional teams to support individuals with com-
plex medical, physical, and emotional needs. For exam-
ple, in Ontario, rehabilitation hospitals generally include 
physiotherapy, occupational therapy, speech-language 
pathology, recreation therapy,  social work and nursing 
services that are provided to people with injury, chronic 
condition, or disability (e.g. neurological, musculoskel-
etal, psychiatric, cardiac). To the best of our knowledge, 
the perceptions and experiences of rehabilitation profes-
sionals regarding technologies for violence prevention 
have yet to be investigated. Given that research on health 
technologies more broadly has identified that profession-
als’ lack of trust, familiarity, and/or acceptance of tech-
nologies is a key barrier to implementation and uptake 
[10–12], research with rehabilitation professionals is 
critical to understand their desire and need for technol-
ogies and the barriers to their implementation and use. 
Our interest was precisely to address this significant gap 
in knowledge and understanding about how technologies 
are used (or not) for violence prevention in rehabilitation 
settings, and the perceptions of rehabilitation profession-
als regarding their efficacy and impact.

Methods
Design
We conducted a descriptive qualitative study using semi-
structured interviews.

Setting
An academic hospital specializing in adult rehabilita-
tion and complex continuing care in an urban setting in 
Ontario, Canada. This setting includes out-patient reha-
bilitation services for individuals living with an injury, 
disability, or chronic illness (e.g., brain injury, dementia, 
spinal cord injury, musculoskeletal conditions) as well as 
inpatient rehabilitation for a short (< 3 months) or longer 
term for individuals in need of 24/7 support given their 
complex conditions. In this setting, technologies are part 
of broader organizational health and safety programs 
that encompass violence prevention, including policies, 
annual risk assessments, incident reporting systems, edu-
cation, and training for professionals on ways to manage 
violent behaviours and to summon immediate assistance, 
and ongoing statistical review of violence related events 
(e.g., incidents, near misses). Given how little research 
exists on the use of technology for violence prevention in 
rehabilitation settings, we chose to focus on this aspect of 
these programs.

Recruitment and data collection
Participants were recruited using a study flyer that was 
distributed via email by managers to rehabilitation pro-
fessionals across the study setting. The flyer included 
details about the study aims and methods, and contact 
information. Ten participants were recruited for the 
study representing diverse rehabilitation professions (e.g., 
physical therapy, occupational therapy, recreation ther-
apy, and nursing). All but one was a woman, and most 
worked in inpatient unit settings with persons living 
with neurological conditions (e.g., brain injury, demen-
tia). Data collection took place between November 2019 
and April 2020 and consisted of 1–1 semi-structured 
interviews. All interviews were conducted either in per-
son or over the phone by the first author (AG) and lasted 
approximately 60  min. An interview guide with open-
ended questions was used (See Table  1 for examples of 
questions asked). All the interviews were audio recorded 
with permission of the participants and were profession-
ally transcribed. To ensure the confidentiality of the study 
participants, identifying details of respondents were sub-
sequently removed from the transcripts. To ensure meth-
odological rigour and trustworthiness a written record 
was maintained of all audio recordings, transcripts, inter-
view guides, and data analysis processes and products, 
including field notes and coding memos [13, 14].
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Data analysis
We followed a conventional approach to content analy-
sis, which is an approach that adheres to the naturalis-
tic paradigm and is used to understand a phenomenon 
when existing theory or the research literature regard-
ing the phenomenon is limited [15]. The approach is one 
that is data-driven (i.e., the researcher stays close to the 
text) and thus does not require the development of pre-
conceived categories or theoretical perspectives. Instead 
analysis is guided primarily by the research question and 
study aim, pertinent assumptions, or general ‘sentisiz-
ing concepts’ [16] that provide a starting point for the 
development of initial analytical categories and guide 
interpretation. Specifically, our analysis was informed 
by sensitizing concepts from sociological research on 
violence and on the adoption and use of technologies in 
health care settings [1, 17–21]. Examples of concepts we 
used include agency and structure, context, culture of 
care, professional roles and care practices, normalization 
of violence, alarm fatigue, reductionism, resistance, and 
compliance. Analysis was primarily inductive and itera-
tive and began with the first and second authors reading 
the transcripts several times to obtain an overall under-
standing of the data in their entirety. In the next step, 
each author independently performed an initial line-by-
line coding of participants’ answers and then created cat-
egories and summarized these into major themes (e.g., 
the usefulness of technology for violence prevention) 
and minor themes (e.g., mistrust) for each open-ended 
question. The two authors then met to discuss these pre-
liminary themes and together developed the final set of 
codes that the first author then used to sort and label all 
the data in NVivo 12. After all of the data were labeled, 
the authors then met again to review and further analyse 
the abstracted and labelled data for underlying meaning 
and content and to further develop the major themes. 

Any disagreements were discussed until consensus was 
reached.

Ethical considerations
Ethical approval for this study was granted by the Uni-
versity Health Network Research Ethics Board. All par-
ticipants received written and verbal information about 
the study prior to the interview and all provided written 
informed consent to participate in the interviews and for 
the data to be used in presentations and publications. 
To ensure the anonymity of the participants, interview 
excerpts are identified by the type of rehabilitation unit 
rather than by profession.

Findings
We have organized our analysis of the data into one over-
arching theme – Technology won’t prevent violence - and 
3 sub-themes including behavioural safety alerts, alarms, 
and cameras, which collectively capture rehabilitation 
professionals’ perceptions that the technologies in their 
institution are ineffective for violence prevention and the 
reasons why they feel this way.

Technology won’t prevent violence
Behavioral safety alerts
The most common form of technology implemented for 
violence prevention across all units was an electronic 
flagging system called the Behavioral Safety Alert [BSA], 
which is an alert that is created in the electronic patient 
record (EPR) to indicate that a patient (or an associated 
visitor) poses a risk of violence based on the fact that 
they have previously displayed violent behaviour. This 
was implemented at the hospital for all units following a 
recent change to the Occupational Health and Safety Act 
of Ontario (1990) that mandates that all employers and 
supervisors must communicate to employees about “a 
person with a history of violent behaviour” or “the risk 
of violent, aggressive or responsive behaviour by patients, 
residents or clients in the workplace” if they are expected 
to encounter these individuals in their work and if their 
risk of workplace violence is likely to expose workers to 
physical injury. The purpose of doing so is to ensure that 
they understand the risks associated with the person 
and to understand what triggers may lead to violence so 
that they may be avoided. While all the participants were 
aware of this technology and its purpose of violence pre-
vention, most chose not to use it when interacting with 
their patients. Its lack of prominence or visibility in the 
EPR was one reason cited by participants, as noted in the 
following:

So those [BSAs] are entered into the computer sys-
tem, into EPR, and then a little flag goes up on the 
electronic white board to indicate one’s there, and 

Table 1 Examples of interview questions
• Describe what training/education you have received around aggression 
and violence and its prevention in rehabilitation.
 o How useful do you find these to be for this purpose?
 o What would make these more useful/effective for this purpose?
• Describe the strategies and policies you have in your workplace around 
managing aggression and preventing violence
 o How useful do you find these to be for this purpose?
 o What would make these more useful/effective for this purpose?
• What technologies have you observed or know about that are used for 
violence prevention in your workplace?
 o How useful do you find these to be for this purpose?
 o What would make these more useful/effective for this purpose?
 o What training or education have you received about these?
• Can you describe a specific example of using technology for managing/
responding to aggression or violence in your workplace?
• What policies/guidelines exist around the use of technologies for violence 
prevention in your workplace?
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then it’s supposed to identify kind of the behaviour 
triggers, [and] strategies to mitigate. But to be hon-
est, I don’t find that they really pop out at you. You 
know, I know patients who have had BSAs entered 
before, and I use the computer system all the time 
and just don’t really notice them. (102, Complex 
Continuing Care)

Another participant explained that BSAs are not very 
useful because professionals often were already aware 
that a particular patient could potentially be violent. They 
stated that they would know about this from colleagues, 
or because they expected that most individuals that they 
cared for, given their condition, would be flagged for vio-
lence. For example, when asked whether this was some-
thing she reviewed before interacting with a new patient, 
this participant replied:

To be honest, because I’m someone who…works 
with…inpatients…really after they’ve arrived, I will 
have already known [them]. We’re not the biggest 
group, we’re not a huge hospital. So, for example, if I 
get a referral, an inpatient referral, someone’s proba-
bly already told me about it before I actually get the 
referral. And usually that person will be like, “Oh 
they’re also really pleasant” or…just some random 
tidbit of information. So, if they had a behavioural 
concern, they will tell me. They might say, “Oh by 
the way, he also had a brain injury” that’s the type 
of side information I’m getting. So, I haven’t found 
the need to go and check the chart vigorously for that 
kind of stuff, because…[it’s] already been flagged 
probably by the referring therapist. (108, Brain & 
Spinal Cord)

Similarly, another respondent reported: "I think it’s not 
very effective, because…all the patients [here on our 
unit] have a behaviour safety alert…we’re all aware of 
their behaviours, so we’re not going to go into the behav-
iour safety alerts and read what it is." (109, Specialized 
Dementia Unit)

BSAs sometimes included mention of “contributing 
factors,” if these were known, and a care management 
plan that was intended to help professionals to avoid trig-
gering an incident by modifying their approach to care 
or scheduling of activities. As an example of this, a par-
ticipant described a care plan for a patient who is “prone 
to punching out when given a bed bath” as including 
the following recommendations: “try to do the bed bath 
in pairs with two nurses and watching out for the right 
arm. Or you know, wait until family comes to do the bath, 
so that they can help to calm the patient, like things like 
that.” (102, Complex Continuing Care). However, not all 
patients with BSAs had care plans that were this specific 

or even included explicit strategies that could be used to 
avoid incidents. In many cases rehabilitation profession-
als were themselves expected to draw on the workplace 
education that they received in crisis intervention [22] to 
figure out how to avoid or de-escalate violence that often 
was recurring in the context of the direct care they pro-
vided. For example, one participant described a patient 
who had a BSA because he has been known to yell com-
pletely unprovoked profanities at professionals, volun-
teers, and visitors:

I could be walking by him, and he could just sit there 
and swear at me for no reason. Like I hadn’t seen 
him all day and all of a sudden, he sees me, and he 
starts swearing at me. But then three hours later I 
walk by him again and he’s smiling at me. So, yeah, 
it’s just that – something might have irked him, but 
he’s not really able to tell us what irked him, to pro-
voke that behaviour. (105, Complex Continuing 
Care)

The BSA for this patient also included that he could try 
to touch, kick or spit on people as well. When asked what 
she does in response to his behavior, she explained that 
because it was considered to be unavoidable, there were 
no specific strategies noted on his care plan for how to 
prevent or manage it, and thus ignoring him was the 
most common response:

We just ignore it. If he physically starts like charg-
ing at us, then we might get security, or another staff 
involved to try and calm him. But as long and he’s 
not doing any [physical] harm [because he is not 
within arms’ reach of anyone] then we just ignore 
him. Because there’s no reprimanding him. (105, 
Complex Continuing Care)

When asked what other strategies were available for the 
prevention of verbal or physical forms of patient vio-
lence, she, as well as other rehabilitation professionals 
familiar with the patient shared the following: limit set-
ting; verbal de-escalation; diversion/distraction; use of 
“as needed” psychotropic medication; evasion techniques 
(e.g. walking around or moving out of reach of a seated 
patient if they try to grab or kick, moving a patient to the 
back of the room so they won’t be able to reach anyone 
to grab or kick); containment techniques (e.g. getting out 
of a grab, holding a patient); having a security guard fol-
low a patient around or patrol the unit; and removing 
the patient completely from the rehabilitation program. 
These are all examples of strategies that participants 
noted they learned from violence prevention training, 
which included mandatory online modules for all staff as 
well as additional specialized training that was available 
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to professionals in high-risk units (e.g., inpatient brain 
injury rehabilitation; specialized dementia unit). Such 
curricula typically covered common cues of aggression 
across the escalation continuum (e.g., raised voice, angry 
expression on face), de-escalation through interpersonal 
relations/verbal communication and behavioral man-
agement techniques (e.g., moving the patient to a quiet 
room, re-approaching for care at a later time), and per-
sonal physical safety techniques (e.g., ensuring that access 
to an exit is not blocked when in a patient’s room). The 
use of these strategies for violence prevention was also 
explicitly mandated within the violence prevention poli-
cies of the rehabilitation hospital (e.g., policy on when 
to call for a code white, which is an emergency warn-
ing code created to respond to a violent person). Thus, 
regardless of whether specific triggers or strategies were 
listed in a patient’s BSA, the use of this technology for 
violence prevention was ultimately perceived to be inef-
fective since rehabilitation professionals still had to rely 
on their clinical expertise and training to attempt to pre-
vent incidents of violence from occurring.

Alarms
Another common technology that was available to all 
professionals was fixed emergency alarm systems, which 
included call buttons in patients’ rooms (wall-mounted 
or attached to bed) that could be used to alert the nursing 
station that help is needed. Some units also had desk tele-
phones or mobile phones that staff could use to call for 
help via the nursing desk, security, or switchboard. These 
phones could also be used to announce a code white alert 
over the public address system (PA), which mobilized an 
emergency team of staff trained to manage violent situ-
ations from across the institution along with the secu-
rity team. For the most part, participants reported that 
these technologies were ineffective as they were not 
always accessible and/or did not summon assistance fast 
enough. Describing her experience with the call buttons, 
one participant explained:

Sometimes you might be stuck in the washroom and 
it’s exactly on the other side where the [call button] 
is and you cannot get out from there, so then what 
are you supposed to do except yelling? Nothing. (104, 
Specialized Dementia Unit; Brain Injury)

Participants described how desk phones posed similar 
accessibility issues. The following is illustrative of this:

If … [an interaction with a patient] turned into 
a code white, like, I’d be walking away from [the 
patient] as [they’re] walking towards me, as I go [to] 
the phone and have this conversation. It makes no 
sense. And the phone’s over there, the door’s over 

here. Like, you know what I’m saying? ... [T]his is not 
a good situation. (101, Musculoskeletal).

Even if the phone could be reached, the same participant 
explained that they facilitate only indirect communica-
tion and create concerning delay in reaching help:

… getting to a phone, calling 555, having Switch-
board listen to you and figure out what you’re 
doing, then going overhead, that process takes time 
… Because there is time wasted there, and in a code 
white situation…like, hold on a second, let me call 
555. (101, Musculoskeletal)

In addition to these environmental accessibility chal-
lenges, the technology itself did not always work. The fol-
lowing participant describes how the mobile phone she 
was to carry with her to patients’ rooms was not working:

Sometimes you can [use this phone where you] just 
push the button and then it will go directly to the 
[nurses] station or even downstairs to the cop cen-
tre. But lately, we were not able to use those so you 
would actually have to go and find [another] phone, 
pick up the phone and call security or something like 
that, or just yell that I need help … [but] it’s over a 
month now that [these phones] are not working. 
(104, Specialized Dementia Unit; Brain Injury)

A personal security alarm (push button) worn as a pen-
dant was also available to some of the participants. In 
addition to the convenience this afforded in terms of easy 
reach, it also has the benefit of directly alerting the secu-
rity personnel about the need for help without having to 
announce a code white response over the PA system that 
would bring in multiple staff from across the hospital. As 
the following participant explains, the pendant button 
was perceived as being less likely to influence patients’ 
behavior, including eliciting more violence that can hap-
pen when calling a code white over the PA system:

[The pendant] can get some help in the moment, but 
you’re not causing mass panic and chaos … some-
times, you know, the amount of people that come 
running to a code white can escalate it more. You 
know, sometimes it’s more effective to de-escalate 
with a smaller group than with the whole world. 
(102, Complex Continuing Care).

However, despite these positive aspects of the personal 
alarms, some participants experienced them as heavy/
cumbersome given all of the other things and devices 
they had to carry with them:
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So, the button, like so it’s on you that you carry 
around you and you have access to activate from 
any location. And we’re all supposed to be wearing 
them. And I would say very often, people stop car-
rying them around, because they…weigh you down 
when you got your keys and your badge and every-
thing. (109, Specialized Dementia Unit)

Whether these alarm technologies were used to summon 
general assistance from others on the unit or to mobi-
lize an emergency response, these were not perceived as 
being effective for prevention since they were used once 
a violent incident was already occurring and/or profes-
sionals were not successful in preventing it; this was also 
explicitly stated in the code white policy that directed 
staff to use this code if the patient did not respond to 
verbal de-escalation techniques. Moreover, some par-
ticipants were also reluctant to use these technologies 
because they perceived them as having the potential to 
impair care relationships with patients, including rapport 
and future interactions:

I mean if you call a code white you pretty much, 
you’re calling a code white because you need to 
because the person is trying to harm you or some-
body else … And so, there’s always the potential 
that you’re going to have a hard time recreating the 
rapport you had before that happened. (103, Brain 
Injury)

Cameras
Another common form of technology that was avail-
able was closed-circuit television (CCTV) cameras that 
were located in public areas (e.g.,  unit hallways, gym). In 
most units, the video captured with these cameras was 
streamed to monitors located off the unit at the security 
desk. In some inpatient units it was streamed to moni-
tors located at the nursing desk. However, these too were 
perceived as ineffective for violence prevention. A par-
ticipant explains:

Would a camera be [effective] for violence preven-
tion? I don’t think so unless a patient knows. For 
example, if someone is planning to be violent and 
they know there is a camera pointing right at them, 
maybe. Maybe if the patient was aware, it could pre-
vent. But for the most part, I think it’s more … used 
in the aftermath of something going wrong, and that 
they would go back and look at cameras. (101, Mus-
culoskeletal)

Even the use of the cameras for retrospective analysis was 
rare as it was challenging to obtain access to this footage. 

For example, when asked if she watched the footage from 
the CCTV cameras, one participant explained:

We don’t usually get to watch it … the security guard 
has to get special permission to have the footage 
released to them. And then we also have to be really 
specific about where and what time and what day 
the incident happened so that the security guard 
doesn’t have to review like a day’s worth of footage. 
(103, Brain Injury)

However, on locked inpatient units where the video foot-
age was streamed to the nursing station in real-time, the 
use of this technology was seen as valuable for surveil-
lance of patients who were known to be at risk for being 
physically aggressive to enable faster response time if 
an incident was caught on camera early enough. In this 
way, the technology was used more as a behavioral man-
agement strategy than for violence prevention. This is 
explained by a participant:

I don’t know about prevention, maybe … if some-
one was escalating … then you could kind of use the 
cameras to, like follow someone around and monitor 
them without having to follow, like physically follow 
them around. Because sometimes when ...someone’s, 
you know, aggressive or very frustrated, but you can 
set them off by being really close to them or following 
them if they see you. So, sometimes having the cam-
eras allows you to kind of still maintain that safety 
but give them sort of the space that they need. (103, 
Brain Injury).

A noted challenge to the use of cameras in this way was 
the lack of dedicated staff for monitoring cameras in 
real time and thus professionals would only occasionally 
glance at the monitors while engaged in other tasks at the 
nursing station (e.g., doing chart reviews, documenta-
tion). Some participants also noted that this was ineffec-
tive since they did not know what to look for on the video 
feed in terms of less obvious visual cues or signs of esca-
lation that an incident is imminent. The following partici-
pant describes this in terms of training that is needed:

But how to know when to intervene…when you mon-
itor… a good comparison is cardiology… I worked 
full-time in psychiatry [before coming to this unit], 
but as a part-timer I worked in intensive care, in 
surgery, in the private hospital. Anyway, so, I know 
that if you monitor [for signs of a cardiac episode], 
you don’t need to wait. You have the facts. You can 
catch it before [it happens] if you monitor well. But 
to monitor [for violence] well, you have to educate 
people what to look for. (106, Brain Injury)
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Moreover, even if professionals were able to use the 
cameras in this way, they would still have to prevent it 
on their own using de-escalation and crisis interven-
tion techniques, which were not always considered to be 
effective:

So, they’re about to become agitated, so what? So, 
what am I going to do differently? And I mean, I 
think I don’t know. Like I think we can start to see 
those early signs of them starting to become aggres-
sive and I think the problem is we don’t always know 
what to do with that or how to change our approach 
to prevent that. Like with the patient I know who 
was, you know, turning purple and flailing their 
arms…like, I wouldn’t need, you know, a camera or 
bed sensor or anything, or heart rate monitor to tell 
me that. I can easily, like plain as day, see that, but 
it’s figuring out what works for this patient to de-
escalate them and how, what I can do to do that. If 
the machines could de-escalate for us, that would be 
really useful [chuckle]. (102, Complex Continuing 
Care).

Discussion
We found that rehabilitaion professionals perceived the 
technogies that were implemented in their institution to 
prevent incidents of violence (e.g., patient-patient and 
patient-staff) as ineffective due to limitations in their 
design, common malfunctioning, limited organizational 
resources, and incompatibility with the culture of care. 
Our study contributes to addressing a gap in knowledge 
by being the first to explore the perceptions and experi-
ences of rehabilitation professionals regarding how tech-
nologies are used (or not) for violence prevention, and 
their perceptions regarding their efficacy and impact. 
To date, most research on the prevention of violence in 
healthcare has focused on quantifying the scope of this 
public health problem and characterizing perpetrators 
and victims, and there is limited evidence on the effec-
tiveness of commonly recommended interventions [2, 
23, 24]. Moreover, the existing research has primarily 
focused on nurses and other healthcare professionals in 
emergency rooms and psychiatric hospitals, leaving a 
paucity of research on other types of professionals or vio-
lence prevention interventions in rehabilitation settings.

Identifying and flagging patients who had previously 
been violent to alert professionals of this potential threat 
is a standardized component of organizational violence 
prevention programs across jurisdictions [2, 6, 9]. While 
there is some evidence that such practices are valued by 
professionals and may facilitate their use of preventative 
measures [1, 7, 23], in our study, participants reported 
that the electronic flagging system was not useful as a 

visual cue or for recognition of risk because of its lack of 
prominence and visibility in the electronic patient health 
record. This suggests that a more active flagging system, 
where staff need to acknowledge having read/seen the 
flag in order for their work flow to continue, may be more 
effective [9]. However, in our case, increasing the visibil-
ity of flags may not enhance effectiveness as participants 
also indicated that another reason these were ineffective 
was that they were already aware of patients who have 
been documented as being violent using other means 
(e.g., familiarity from working with the patient, co-work-
ers sharing this information, admission notes). Instead, a 
more effective flagging system would be one that is not 
static, general, and permanent, but rather one that signals 
the level and nature of the risk to staff [5, 9]. While there 
is some suggestion in the literature [7, 9] that even a pas-
sive and static electronic flagging system may be effective 
in reassuring staff because it enables them to plan pre-
emptive measures, our participants did not describe such 
reassurance. The absence of reassurance may be due to 
what Patterson and colleagues [5] have identified as “alert 
fatigue” that can result when an alert has been in place 
for a long time and professionals become less vigilant to 
it. Providing ongoing training to remind professionals of 
the importance of using the flagging system alongside 
ongoing re-evaluation and updating flags with additional 
information from new incidents and/or new strategies 
implemented could help to mitigate this.

Another common example of a technology that is 
widely advocated for violence prevention in the litera-
ture [2, 23] but that participants in our study perceived 
as not working as intended and thus ineffective, were 
emergency alarm systems. For example, participants 
described that these technologies could fail, and even 
when they worked, they did not summon assistance 
fast enough or were inaccessible in terms of reach. Even 
when participants had access to a personal alarm that 
was worn around their neck, they were reluctant to use 
them because they were cumbersome given all the other 
items that they carried with them. Research on the use of 
emergency alarms and other technologies in healthcare 
(e.g. vitals monitors, sensors, telehealth) has similarly 
identified examples of poor design and malfunctioning, 
with some suggestions that this may lead to mistrust that 
restricts their use [1, 25–28]. For our participants, there 
was not this explicit connection between such failures 
and mistrust, however, there was the suggestion that mal-
functioning did negatively influence the perceived effec-
tiveness of the alarms. Given the lack of studies that have 
specifically explored the effectiveness of alarms in reduc-
ing violence in healthcare [24] it is unclear how effective 
they would be, even in the absence of these failures.

We also found that participants reported that the use of 
closed-circuit cameras for remote surveillance of patients 
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for violence in public areas was ineffective as a violence 
prevention strategy, even in units where the video was 
streamed in real time to the nursing station. This was in 
part attributed to the lack of dedicated time/staff to mon-
itor patients as well as a lack of training in terms of what 
to look for and anticipate regarding a violent event. There 
is some research that suggests that the use of remote 
video monitoring can be effective for prevention of vio-
lence [8, 29] but only when all patient areas are moni-
tored, and when there are dedicated and trained video 
monitoring technicians who can respond to incidents in 
real-time using a two-audio communication system that 
allows for both remote and on-site response to an inci-
dent. This research also suggests that video cameras may 
be most effective with patients who have a documented 
history of being at risk of being violent and have known 
triggers/cues. Yet, as reported by Quigley and colleagues 
[8] in a study of patient engaged electronic video moni-
toring, 85% of patients who had exhibited violence dur-
ing the time of the study were not being monitored as 
they had not been identified as being at risk at its start. 
This may reflect the broader issue of professionals under-
reporting incidents of violence and a reluctance to iden-
tify violent patients [5, 23, 30], which has been attributed 
to a number of factors including concern that reporting/
labelling stigmatizes patients, and that professionals nor-
malize violence as part of their work [1, 7, 20].

Normalization of violence as part of the job of health-
care could be linked to a culture of care that fosters the 
expectation that professionals manage violence on a daily 
basis; this is communicated by organizational policies 
and training on prevention that emphasize the responsi-
bility of workers to identify and manage violence through 
de-escalation and other client handling practices [1, 20, 
28, 31]. Our participants similarly described this normal-
ization of violence in terms of the training they received 
in non-violent crisis intervention and self-defence 
strategies. Such strategies are considered the first-line 
intervention for imminent violence as documented in 
professional guidelines and in research and policy for 
violence prevention in healthcare [32, 33]. While these 
strategies are less harmful to patients than restrictive 
measures (e.g., restraint and seclusion), they make pro-
fessionals more vulnerable and hold them primarily 
responsible for violence prevention. This is despite the 
limited evidence there is on the effectiveness of de-esca-
lation strategies, including which of these are most effec-
tive and under what conditions [32]. Further, the use of 
these strategies is also based on the assumption that the 
cause of violence is found in individual patients, which 
leaves entirely unaddressed the underlying systemic and 
structural causes of violence [1, 19–21, 34].

The use of flagging, alarms, and cameras as vio-
lence prevention strategies is premised on the same 

reductionist logic by focusing prevention on the identi-
fication and surveillance of individual “violent patients.” 
Yet until and unless the structural causes of violence are 
considered in remediation strategies, technology will 
always fall short of being an effective prevention strat-
egy. For example, there is ample research that has linked 
heavy workloads, low and inappropriate mix of staff-
ing levels, and long wait-times with violence between 
patients and towards professionals [1, 19, 21, 35]. Further, 
the healthcare environment, including inappropriate 
temperatures, confined spaces, excessive noise, over-
crowding, patients’ lack of privacy, noise pollution, and 
aesthetic deprivation have also been identified as con-
tributing factors to aggression [34, 36–38]. It is our argu-
ment that prevention efforts, including the development 
and implementation of new technologies, should thus be 
reoriented to address these and other structural factors. 
Indeed, others have similarly argued that implementa-
tion of technologies for violence prevention should be 
anchored in a broader organizational commitment to a 
safer workplace, including enhancements to the physical 
environment and their ongoing review, and modification 
and enforcement of implemented protective measures [7, 
9, 28].

Limitations
Given that our study is the first to explore the use of tech-
nologies for violence prevention in a rehabilitation set-
ting, it will be important to further explore this topic in 
other similar settings to determine the transferability of 
our findings. Moreover, there was the suggestion that the 
use of these technologies may negatively impact patients 
and the care professional/patient relationship, however, 
because this wasn’t an explicit focus of our study, we are 
unable to determine how salient of an issue this is. There 
is some research that suggests that the use of technolo-
gies in non-rehabilitation settings may have this negative 
impact, including concern that these technologies may 
stigmatize patients and that noncompliance with their 
use may be a function of the desire to protect patients 
from this [9]. Therefore, it will be important to explore 
these phenomena in greater depth in other rehabilitation 
settings and with a larger number of diverse participants 
to gain additional insights and to explore differences and 
similarities among different subgroups of profession-
als (e.g. based on gender, years of work, cultural norms, 
type of profession). Finally, while the technologies we 
explored were implemented alongside broader organiza-
tional initiatives for violence prevention, and our partici-
pants did speak to policy and training regarding violence 
prevention, our focus was the technology per se and thus 
we did not explore in any comprehensive way the inter-
relationship between these and other dimensions of vio-
lence prevention initiatives in this setting. We therefore 
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are unable to address the ways in which these broader 
organizational initiatives might support or constrain 
professionals’ understanding and use of technologies for 
violence prevention. Ethnographic research would be 
well-equipped to further our understanding of this com-
plexity and is thus an important next step in exploring 
how these and other technologies are used (or not), and 
their efficacy and impact [39].

Conclusions
Our qualitative study demonstrates that rehabilitation 
professionals perceive technologies as largely ineffec-
tive for violence prevention due to poor design features, 
common malfunctioning, limited resources, and incom-
patibility with the culture of care. Given that the develop-
ment and implementation of technology is increasingly 
advocated for enhancing efforts to prevent violence in 
healthcare settings, our findings offer important direc-
tion for future research in this area.

Acknowledgements
We wish to thank all the professionals who took part in this study.

Authors’ contributions
All authors (AG, PK, MP) contributed to the study conception and design and 
provided intellectual contribution to this article. AG collected the data and AG 
and PK analyzed the data and drafted the article. All authors edited, provided 
written contributions, and reviewed the final version.

Funding
This research was funded by a postdoctoral Canadian Institutes of Health 
Research’s (CIHR) Health System Impact Fellowship (AG).

Data availability
The data is not openly available in order to protect the participants’ privacy 
and confidentiality, particularly given the small sample size and the study’s 
setting specificity but are available from the corresponding author on 
reasonable request.

Declarations

Ethics approval and consent to participate
This study was approved by the University Health Network Research Ethics 
Board. Written informed consent was obtained from all study participants and 
all procedures were performed in accordance with the relevant guidelines 
and regulations.

Consent for publication
Not applicable.

Competing interests
The authors declare no competing interests.

Received: 4 October 2022 / Accepted: 5 July 2023

References
1. Brophy JT, Keith MM, Hurley M. Assaulted and unheard: violence against 

healthcare staff. New solutions: A journal of environmental and occupational 
health policy. 2018;27(4):581–606.

2. Phillips JP. Workplace violence against Health Care Workers in the United 
States. N Engl J Med. 2016;374(17):1661–9.

3. Olsson H, Audulv Ã, Strand S, Kristiansen L. Reducing or increasing violence in 
forensic care: a qualitative study of inpatient experiences. Arch Psychiatr Nurs. 
2015;29(6):393–400.

4. Thibaut B, Dewa LH, Ramtale SC, D’Lima D, Adam S, Ashrafian H, Darzi A, 
Archer S. Patient safety in inpatient mental health settings: a systematic 
review. BMJ open. 2019;9(12):e030230.

5. Paterson J, Fernandes J, Hunter K, Hubert S, Strudwick G. Embedding psychi-
atric risk flags within an electronic health record: initial findings and lessons 
learned. Healthc Q (Toronto Ont). 2019;21(4):54–60.

6. Tully J, Larkin F, Fahy T. New technologies in the management of risk and 
violence in forensic settings. CNS Spectr. 2015;20(3):287–94.

7. Burkoski V, Farshait N, Yoon J, Clancy PV, Fernandes K, Howell MR, Solomon S, 
Orrico ME, Collins BE. Violence prevention: technology-enabled therapeutic 
intervention. Nurs Leadersh (Toronto Ont). 2019;32(SP):58–70.

8. Quigley PA, Votruba L, Kaminski J. Impact of patient-engaged video surveil-
lance on nursing workforce safety: patient aggression/violence. J Nurs Care 
Qual. 2020;35(3):213–9.

9. Ferron EM, Kosny A, Tonima S. Workplace violence prevention: flag-
ging practices and challenges in hospitals. Workplace Health & Safety. 
2021;70(3):126–35.

10. Levin PD, Razon R, Schwartz C, Avidan A, Sprung CL, Moses AE, Benenson S. 
Obstacles to the successful introduction of an electronic hand hygiene moni-
toring system, a cohort observational study. Antimicrob Resist Infect Control. 
2019;8(1):43.

11. Nsangou ÉR, Grenier S, Payne-Gagnon J, Gagnon MP, Sicotte C. Barriers and 
facilitators to implementing electronic prescription: a systematic review of 
user groups’ perceptions. J Am Med Inform Assoc. 2013;21(3):535–41.

12. Schall MC Jr, Sesek RF, Cavuoto LA. Barriers to the adoption of wearable sen-
sors in the workplace: a survey of occupational safety and health profession-
als. Hum Factors. 2018;60(3):351–62.

13. Strauss A, Corbin J. Grounded theory methodology: An overview. In: The 
handbook of qualitative research 2nd edn. Edited by Denzin NK, Lincoln YS. 
Newbury Park, CA: Sage Publications, Ltd.; 1994: 273–285.

14. Carcary M. The research audit trial–enhancing trustworthiness in qualitative 
inquiry. Electron J Bus Res methods. 2009;7(1):11–24.

15. Hsieh H-F, Shannon SE. Three approaches to qualitative content analysis. Qual 
Health Res. 2005;15(9):1277–88.

16. Bowen GA. Sensitizing concepts. In: The Sage encyclopedia of qualitative 
research methods edn. Edited by Given LM: Sage publications; 2019.

17. Greenhalgh T, Swinglehurst D, Stones R. Rethinking resistance to ‘big IT’: a 
sociological study of why and when healthcare staff do not use nationally 
mandated information and communication technologies. In: Health Services 
and Delivery Research vol. 2; 2014: 1-112.

18. Grigorovich A, Kontos P. Towards responsible implementation of monitoring 
technologies in institutional care. Gerontologist. 2020;60(7):1194–201.

19. Banerjee A, Daly T, Armstrong P, Szebehely M, Armstrong H, Lafrance S. 
Structural violence in long-term, residential care for older people: comparing 
Canada and Scandinavia. Soc Sci Med. 2012;74(3):390–8.

20. Grigorovich A, Kontos P. A critical realist exploration of the vulnerability 
of staff to sexual harassment in residential long-term care. Soc Sci Med. 
2019;238:1–9.

21. Choiniere JA, MacDonnell JA, Campbell AL, Smele S. Conceptualizing 
structural violence in the context of mental health nursing. Nurs Inq. 
2014;21(1):39–50.

22. Godin K, Smith H, Cyr E, Finch K. Non-violent crisis intervention in Canada. 
Mental Health Nursing. 2003;23(5):12–5.

23. Morphet J, Griffiths D, Beattie J, Velasquez Reyes D, Innes K. Prevention and 
management of occupational violence and aggression in healthcare: a scop-
ing review. Collegian. 2018;25(6):621–32.

24. Perkins C, Beecher D, Aberg DC, Edwards P, Tilley N. Personal security 
alarms for the prevention of assaults against healthcare staff. Crime Sci. 
2017;6(1):1–19.

25. James HM, Papoutsi C, Wherton J, Greenhalgh T, Shaw SE. Spread, scale-up, 
and sustainability of video consulting in health care: systematic review 
and synthesis guided by the NASSS framework. J Med Internet Res. 
2021;23(1):e23775.

26. Coahran M, Hillier LM, Van Bussel L, Black E, Churchyard R, Gutmanis I, Ioan-
nou Y, Michael K, Ross T, Mihailidis A. Automated fall detection technology in 
inpatient geriatric psychiatry: nurses’ perceptions and lessons learned. Can J 
Aging/La Revue canadienne du vieillissement. 2018;37(3):245–60.



Page 10 of 10Grigorovich et al. BMC Health Services Research          (2023) 23:899 

27. Gagnon MP, Desmartis M, Labrecque M, Car J, Pagliari C, Pluye P, Frémont P, 
Gagnon J, Tremblay N, Légaré F. Systematic review of factors influencing the 
adoption of information and communication technologies by healthcare 
professionals. J Med Syst. 2012;36(1):241–77.

28. Wolf LA, Delao AM, Perhats C. Nothing changes, nobody cares: understand-
ing the experience of emergency nurses physically or verbally assaulted 
while providing care. J Emerg Nurs. 2014;40(4):305–10.

29. Abbe JR, O’Keeffe C. Continuous video monitoring: implementation strate-
gies for safe patient care and identified best practices. J Nurs Care Qual. 
2021;36(2):137.

30. Arnetz JE, Hamblin L, Ager J, Luborsky M, Upfal MJ, Russell J, Essenmacher 
L. Underreporting of workplace violence: comparison of self-report and 
actual documentation of hospital incidents. Workplace health & safety. 
2015;63(5):200–10.

31. Braedley S, Owusu P, Przednowek A, Armstrong P. We’re told,‘Suck it up’: 
long-term care workers’ psychological health and safety. Ageing Int. 
2017;43(1):91–109.

32. Hallett N, Dickens GL. De-escalation of aggressive behaviour in healthcare 
settings: Concept analysis. Int J Nurs Stud. 2017;75:10–20.

33. Wirth T, Peters C, Nienhaus A, Schablon A. Interventions for workplace 
violence prevention in emergency departments: a systematic review. Int J 
Environ Res Public Health. 2021;18(16):8459.

34. Grigorovich A, Kontos P, Kontos AP. The “violent resident”: a critical explora-
tion of the ethics of resident-to-resident aggression. J Bioethical Inq. 
2019;16(2):173–83.

35. Vento S, Cainelli F, Vallone A. Violence against healthcare workers: a 
worldwide phenomenon with serious consequences. Front public health. 
2020;8:570459.

36. McPhaul K, M,, London M, Murrett K, Flannery K, Rosen J, Lipscomb J. Environ-
mental evaluation for workplace violence in healthcare and social services. 
Journal of safety research 2008, 39(2):237–250.

37. MohammadiGorji S, Bosch SJ, Valipoor S, De Portu G. Investigating the impact 
of a healthcare environmental design on staff security: a systematic review. 
HERD: Health Environments Research & Design Journal. 2020;14(1):251–72.

38. Ulrich RS, Bogren L, Gardiner SK, Lundin S. Psychiatric ward design can reduce 
aggressive behavior. J Environ Psychol. 2018;57:53–66.

39. Greenhalgh T, Swinglehurst D. Studying technology use as social practice: 
the untapped potential of ethnography. BMC Med. 2011;9(1):45.

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in 
published maps and institutional affiliations. 


	Rehabilitation professionals’ perspectives and experiences with the use of technologies for violence prevention: a qualitative study
	Abstract
	Background
	Methods
	Design
	Setting
	Recruitment and data collection
	Data analysis
	Ethical considerations

	Findings
	Technology won’t prevent violence
	Behavioral safety alerts
	Alarms
	Cameras


	Discussion
	Limitations

	Conclusions
	References


